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Abstract: Al-generated imagery (AIGI) technology has enabled the automated production of high-quality visual con-
tent, demonstrating enormous application potential in fields such as artistic creation, digital entertainment, and virtual reali-
ty. However, while empowering content production, this technology also brings serious security and ethical challenges. Gen-
erative models can be maliciously used to forge real people or events, thereby creating false information, spreading deep-
fake content, and even interfering with online public opinion. Therefore, how to effectively identify Al-generated images
(AIGI detection) has become an important research topic for ensuring the credibility of digital content and maintaining cy-

berspace security. However, existing AIGI detectors generally exhibit insufficient robustness against adversarial attacks. At-
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tackers only need to add subtle adversarial perturbations imperceptible to the human eye to the synthesized image to bypass
detection, causing the synthesized content to be misclassified as a real image, and defense mechanisms against such attacks
are still scarce. To address this issue, this paper first systematically evaluates the effectiveness of adversarial training in Al-
GI detection tasks. Theoretical analysis and experimental results show that it is prone to inducing feature entanglement dur-
ing training, leading to severe degradation or even collapse of detection performance. Therefore, there is an urgent need to
develop a dedicated adversarial defense method effective for AIGI detection tasks. Unlike feature entanglement that occurs
in adversarial training, this paper finds that adversarial perturbations in standard-trained detectors cause adversarial exam-
ples to deviate significantly from clean examples in the feature space, resulting in significant separability. Based on this ob-
servation, this paper proposes a strategy of modeling adversarial examples as independent categories and constructs a post-
training defense framework: while keeping the pre-trained feature extractor fixed, it only learns new classification boundar-
ies to fit the feature distribution of adversarial examples. To enhance the model’s generalization ability to unknown attacks,
this paper further proposes an adversarial hybrid expert post-training mechanism. This mechanism utilizes multiple expert
modules to learn feature patterns for specific attack types and introduces shared experts to capture common representations
among different attacks, thereby achieving efficient modeling and robust identification of multiple classes of adversarial ex-
amples. Experimental results show that on mainstream AIGI datasets such as ProGAN and Stable Diffusion, facing various
typical adversarial attack methods, the average adversarial accuracy is improved by 18.92% and 12.56% respectively com-

pared to existing mainstream defense methods without sacrificing the detection accuracy of benign examples, demonstrating

good practicality and application potential in real-world security scenarios.
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Figure 1 t-SNE visualization of clean versus adversarial samples under

standard and adversarial training
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Figure 2 Confidence score distributions of clean versus adversarial sam-
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Pt 2 (R A -1 . 3 #045 fE (Diffusion Purification,
DiffPure )" ) F I 25 5™ 508 A A 1 i) B BIL o e 1o
FEME IR TP Sh 448, 38 2ok 3 1) 2 Ml i R d A 11
R LA SE BTG 5 B I 6 DU s 5 0 o

S SRS A . AR SO U7 15 48 NVIDIA
GeForce RTX 3090 #E47I11 45, A% M 24.0 GB , Pytorch it
A 2.1.0, Python WA 3.11.7, 2% 2] %4 0.001 , MoE 4244
KT 84T FAMLHL X T[] (1 56 aifi 4w 7Y g A 4
FEA FTASTR], 45101 CNNSpot fi JH 2 048, NPR i JH 512 %,
B J22 4 B o 64 i th AR FE 4 B RN 4% P )2 4
452 2 A Re LU 3006 R A AR, OF A & R AL —
AL R, TR A B2 RFHIE . 1L
8 G 2 A i M S BB A R RUE , e &
IR A G I L G0 i AR B A 4G
4.2 IEHEEER

KT CNN L 19 AIGL G U 25 & Fe o b . # 1
IR T A — 25 ML A CNN 4244 £ I #§ ( CNNSpot | Gram-
Net \NPR) I, AN [] Bl A8 77 ik AE T FEA 5 Z B bt
Yol B egRG I vERE . AT LAWLEE R, Hd A2 g8 w1 45
05 ¥ R Ak 7 B AE ATGT RS I AT 45 b 2ty 3 1k fig
BB R A, A S A RA KRR E LR ED
P

T 2%, Vanilla B8 AE T3 AR AR T HAT 3258 100%
HITRE A %, (A AR 4 28 0k U L2 AutoAttack T LT 52
G R CHERA R AT 0% ) o 31X e W ATGT A6 ) % X Xt
B A B = R AR . R, X BT UINZR 5 i (PGD-AT,
TRADES) 7 AIGLUAZ I b ih 30 ™ S A PERE A i . AR
PGD-AT 7£ 588 5 3 ooy (40 PGD) L BE 4 5 v 45 7K
B B AR P, AH H T o R AR E AR OKIE T R B ALY
50% , TRADES By 0o e . A2 T, i ik
77 ¥ DiffPure 7£ = Fh 4244 I 4 R B 5 B — BUE A BR
S EPE CER e R 2 53% ) . Ha I sha /N,
BT AR A HE A R ABAL e R5 7E 53% A2 47 o DiffPure 7F
ATGI K 0 AT 55 v 5 B2 %) g A A R A7 A ol 4t i
GAN A B A5 78 A B Xl DA AR 45 57N O 38 48 AiE (40 Pro-
GANJE I WS thsg 55 ) e L b At S £k
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B M2, A SCH WA 7 87 = Fl CNN 224 |
YIRS T et HRE B PERE . A CNNSpot A ], 4 ¢
T EETE T B REA |3k 3 88.21% , 76 1 I 7 APGD FlI
APGD-DLR F {314 4% 78.92% 11 77.61% , H: 7F AutoAt-
tack - 7 1 %435 3 60.89% , - 24 vE 1 %435 3 76.49%
KLl e 45 FHFE GramNet 5 NPR I [ RERE 2
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F1 ETFCONNZEMAIAIGIEMIETE ProGAN EHI R MEMRR SR SE TG A%
Table 1 Evaluation of CNN-based AIGI detectors on ProGAN: benign accuracy and adversarial robustness unit:%
i #% Tk Clean PGD APGD APGD-DLR C&W FAB Square AA AVG
Vanilla 99.80 21.05 21.31 21.54 50.29 31.24 0.36 0.21 30.73
PGD-AT 51.26 49.90 50.58 50.73 50.86 50.60 49.39 40.02 49.17
CNNSpot TRADES 50.12 6.54 33.03 38.69 50.10 50.12 50.09 6.40 35.64
DiffPure 53.31 5274 53.28 52.94 54.70 53.54 55.36 52.18 53.51
Ours 88.21 83.47 78.92 77.61 71.88 76.94 74.02 60.89 76.49
Vanilla 99.80 21.15 21.10 21.78 50.72 31.55 0.40 0.25 30.84
PGD-AT 54.64 50.15 49.93 55.51 51.78 51.45 49.15 48.25 51.36
GramNet TRADES 51.32 13.12 30.67 25.59 51.92 50.05 42.47 23.48 36.08
DiffPure 53.73 54.34 53.98 54.67 53.75 53.62 53.29 52.70 53.76
Ours 84.67 82.36 80.91 69.88 66.27 82.41 68.15 58.66 74.16
Vanilla 99.90 0.00 0.00 0.00 0.00 0.00 0.00 0.00 12.49
PGD-AT 50.00 50.00 54.89 55.27 51.50 51.50 49.43 48.48 51.38
NPR TRADES 51.45 16.16 23.45 25.33 1.89 42.60 49.87 23.22 29.25
DiffPure 53.57 54.17 53.84 54.56 53.58 53.51 53.17 52.62 53.63
Ours 92.51 89.35 87.47 68.65 69.43 71.67 70.70 59.39 76.15
TE: AAFRFE AutoAttack , AVG AR FFHMH
F2 ETFCLIP 4K AICLHNZR7E ProGAN ER R R E S E& T %
Table 2 Evaluation of CLIP-based AIGI detectors on ProGAN: benign accuracy and adversarial robustness unit:%
ZioalllFins Tk Clean PGD APGD APGD-DLR | C&W FAB Square AA AVG
Vanilla 99.60 0.00 0.00 0.00 55.34 16.62 0.00 0.00 21.45
PGD-AT 69.26 0.00 0.18 1.03 41.58 36.15 0.48 0.00 18.59
UnivFD TRADES 95.49 0.00 0.00 0.00 72.27 51.32 0.39 0.06 27.44
DiffPure 62.50 60.71 64.57 62.40 62.49 62.48 61.50 60.30 62.12
Ours 95.24 96.63 96.92 69.84 76.88 82.54 71.08 61.34 81.31
Vanilla 99.01 5.23 1.84 1.92 50.56 25.13 6.38 1.45 23.94
PGD-AT 72.79 2.68 2.13 2.73 48.84 27.67 42.90 1.92 25.21
RINE TRADES 88.90 3.97 2.59 3.56 49.72 31.61 45.29 2.52 28.52
DiffPure 61.45 59.37 62.61 61.08 59.89 60.48 61.85 60.43 60.90
Ours 96.55 79.14 77.49 66.55 72.84 79.57 74.92 62.13 76.15
Vanilla 99.01 0.00 0.00 0.00 50.32 24.89 6.00 0.00 22.53
PGD-AT 50.68 1.21 1.28 2.09 48.36 27.41 42.63 1.08 21.84
Effort TRADES 49.90 3.32 2.02 2.87 48.59 26.23 44.99 1.42 22.42
DiffPure 61.21 58.16 61.85 62.34 59.75 61.18 59.52 60.71 60.59
Ours 91.16 76.04 66.87 72.60 71.71 75.67 79.73 64.75 74.82

1 AA 03 AutoAttack , AVG IR FEE 1M,

TRIPERE R B . A L 58 CNN 4244, 2 F CLIP A K
)85 5L A5 B i 1Y) 5 A5 AR IE 3 38 BB 7 FR X AN [m] A= ik
EHR R Rz Ak fE 77, AR TG SOTA 4244 .
JUE I, M3 2 rp 47 ] £ ) TE AR O TR R
e FCNN K #5418, Vanilla CLIP ¥ 0 %5 76 14+
FEAR L3 H A R0 5 G AR R SR T AE I X AutoAt-
tack & %1 2 o i A5 3 B 55 , JC H 7E PGD L APGD |
APGD-DLR %5 3 186 B 09 Moo F o R i IRk 75 =
0% , L #E C&W 5 FAB Xl ™ ORFF 7K. X i B

CLIP A P38 i1 4TS 5 9l 5 S 4 sh i 3R, 76 CLIP 2844
-, PGD-AT 5 TRADES [ ¥¢ 1 8L 1T %5 Bt Ul 2k 3 35 o
) UnivED i , PGD-AT 7 PGD/APGD X i K # 1H 4%
i 0% , TRADES 1 A fig 25 45 B W $2 o i A SO £
WY B KR BE S 4k 5 5 Vanilla $2 3T (19 R B A
RIS R T A T v
4.3 ZHEEAITM

% 3 JBIR T 1E ProGAN $ 48 4 b 58 Wi 45, £
Stable Diffusion v1.4 4 Wi 804 48 [ PFAk 09 5256 45 1R
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X WA A 2 b M B S e i) 2 5 BN o3 A Iz AL RE T o
A LAWLEE R, 5 Vanilla J7 i E X SUAEA L 58 42
KA (PCGD/APGD Bty T HER R AL 0% ) FE A ik B Xt
[t , A8 375 3 4E UnivED \RINE 5 Effort =4 CLIP 4244
R g BB T W A B R E SR T XS i
K F) 75% UL b IF I e T AR R AR R A R I . R
MG, AR SCOTEAEZ AR s ARSI BT
XTI RV E R 2R 45 2R, B 10 UnivED
1 RINE 7 PGD/APGD T 1 i 2 W] &8 & T H: Clean
PERE , X R WIBIAY O 2 D2 ) B SRR 5 53 1 1Y
XF Bt A A, A A5 X I8 Bl A AR A 2 1] v B T A B
A 5 O B SR 4k o il T I ZR 58 4278 ProGAN
AT I A A DD 4 B 5O KUK 22 S B3
Stable Diffusion v1.4, 4% 5 56 45 S 78 43 bt B AR SC 5 %
AL RE M HRAE 22 Ff o M i, T HLBEAS 75 oK DL i #4385 24
A BB T AR AR E BNz AL B R IR T SR A
RS RE ) 5 X Oy A Y i A .
F3 AXETIRAETE stable diffusion v1.4 LR REHEHESIRE
L=k 2%
Table 3 Evaluation of the proposed method on Stable Diffusion v1.4: be-

nign accuracy and adversarial robustness unit:%

o 25 7k Clean PGD APGD AVG
Vanilla 73.60 0.00 0.00 24.53
UnivFD
Ours 68.14 80.12 77.34 75.20
Vanilla 88.20 43.15 40.26 57.20
RINE
Ours 85.33 82.03 81.39 80.93
Vanilla 84.74 0.00 0.00 28.25
Effort
Ours 80.59 76.86 75.82 77.76
H:AVG RRFHIHE
4.4 SFLERTALAL

AT B X T ¥ R AR BG4 R AR 7E CNNSpot Fl
UnivFD #5085 F 09 REAE 53 A0 2547 A Ak 70 A . sl 6
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MRS IR T BB XS ER N 2R AR B Y R 440 ) g
X/ B SRR B BV . BRI, REURE A S 48T
MAES TEREAREE S (RIE T AR5 E) ,
FCRFAE 1] 155 20 BB BT B B U e T 1 4 B fof U
B8 I1 O 25 R AR REAS BURRE B o X R A Y B )
A A X HUREAS YRR AR SR 2B B T I s SRRy vh
O, I AEHE ] A5 B (1% e SR 0 S R 0T B R 0 2R —
M. SLE A5 R Won  7E A &S T, X By B REAR
PR 8 FE AT AR E 25 8] B BT 6 23 2 00 7 5 T 7E R
BWET X IE A A E S EESE ., ENX 2R

B4 Ji ERL AT BB A BT AL A B« & X RS B 4 A
FEAS TR A B AT T X b fh 5 5 2 531 A 70 00 M R
PRI B8 ) 7= A Al i s AL 2 R SR & MGl i T
TRARIURE BE , BRI PSR 1 B, AT
O AN P o X RRRRAE 2 T ) T A 2 R
7R T AR deids 77 XA AL B AR S 88 7 i B/
A X, L E— A5 U I ATGT A I 2% P 356 4 26 7R 23
() X5 XL At sl B s A A A K (AR A,
TG A 0 25 25 7 VIR b 2R, JLRRAIE 25 ] 34 oK X ik 2
CRRAE RS R R Y A AR W I S AT ML
O HURE AR BE 5 FoUE LB B T AR A ORI U
FERIESS T P BEAh, BATT SR B K R RRAE i B
FEA A A B RS A TR) 0 25 DA RS [) g o 5 B T
PR — B0, 2B Fh o A B I AR R SR e S i
2 ATGT G I A5 78 7 7=y 4 2% 7 25 (8] v [ A 10 s 55 1
#ik,

4.5 IHEFHEIFM

B 7 R T AR S 2 5 WRp & UL o Bt il 2k 0y
2 (PGD-AT I TRADES) 7EYII 25 F4> epoch fIF itz I 4 (h)
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T EA B IWE 7T LUE I, 260 51
A4 A5 7 (4 $F CNNSpot . GramNet ., NPR |, UnivFD |
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A3 AL T PGD-AT A1 TRADES 3% Filt 25 i 7 — 2 45 4
ot 2 )40 RINE 1 Effort , 3% /> 15 81 7E PGD-
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S, AR SC B 7E RINE Fl Effort B8 |8 /b 7 k&
10~15 h By 251 6] , 17 PGD-AT F1 TRADES £ 1] 25 it
K ) 43 51 Of 5 7 5 9 K S . e 4, PGD-AT Al
TRADES /) 77 ik Won T8 A B Il Zrit K, 5 2
FHE , AR SCT7 2 R B T 58 Oy 583 iR R4 DI 25
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BY R IR AR SCRT AR Tk B S T AR SO AT T
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Figure 6  Feature clustering of clean and adversarial samples on CNNSpot and UnivFD labels represent
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Figure 7 Training time per epoch (hours) for the proposed method versus PGD-AT and TRADES baselines
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Table 4 Parameter comparison between the baseline and the proposed

MoE-based detector

CNNSpot | GramNet | NPR | UnivFD | RINE | Effort

Vanilla 23.51 11.73 1.44 | 427.62 | 433.94 | 427.81

Ours 28.94 12.35 2.04 | 428.70 | 435.63 | 428.89
x5 SINZEREMETEKNIZHHEEFH(CFLOPs) XfLL

Table 5 Inference overhead (GFLOPs) comparison between Vanilla and

proposed MoE-based models

CNNSpot | GramNet | NPR | UnivFD | RINE | Effort
Vanilla 4.13 2.56 1.51 51.89 | 51.95 | 51.63
Ours 4.30 2.59 1.64 | 5193 | 52.01 | 51.68

4.6 WERBERIESH

o X E I 2 RO R AR RS R B4 R A
TRAFARSE — UM, A AR X BUREA S AT BN
WSS, W5 SRR R 25 18] p 2 > 5 X

BRSPS SUR R (I A S WS ML G e v NS
MBS T SR TR L Z AR A 3l A T IR
EPEE o ARSI R X SR b R A e R T8
SISRAE AT LAAE 0 R Tty 7 A ) — R AR <3 e, A
T 5 IR e B 5 R 0o D05 7 4 o Al SR 56
HRAE .

Oy 32— A5 B8 I T ol SR W S 2% o Tl A L B X
5 1R R 1 S0 AR SCAE DR 35 30 W it A 2 A 72 1 4
T RGN M B A [ it 26 Y AR I R B B SR A
el (R6). gk 7 k8 fim, il rad #rh gl A
IR RS 100 5 WA ST 8 0 AR A I AR 178 R A A A o
Bl 3 I I [] P X 8 ke SR i B B0 BRE A B R
HIRE T 22 Z BNHI 55 o 7 U2k rb o AR A 2K
ST B R, R A PR S R SR B B R A B XA
A Rl RE 2 BEVEREIR AL . EABR R, AN R My
FRUAE Rk 23 8] 75 3 1) A AT I 38 22 5, W L —
ity (0 3 BE LA TR AT 22 LA A 5 R iz A S AR
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Table 6  Adversarial attack strategies

F8 IERFLELOIX RIEERESZHMEEENZIG(ETF UnivkD)
A%

SERE Table 8 Benign accuracy and generalization performance under various
ik Loss-Attack Boundary-Attack attack sampling ratio for UnivFD unit:%
A 0.5 0.5 KA APGD-
_|Clean| PGD |APGD C&W | FAB |Square| AA | AVG
B 0.2 0.8 Tk DLR
C 0.0 1.0 A ]195.24196.63|96.92 | 69.84 |76.88|82.54| 71.08 [61.34|81.31
D 0.8 0.2 B |89.36(78.92| 76.15| 75.68 |85.41|87.73| 80.27 |54.88|78.55
E 1.0 0.0 C |80.54(53.19| 51.72 | 49.06 |88.95|91.34| 88.61 |42.79|68.28
1 : Loss-Attack 278 AT ey H AR YT , Boundary-Attack 2% DA D 94.83]92.47|91.28 | 90.64 [65.17|71.59| 67.42 |56.90|78.79
B AR AR ot . E ]98.21(96.88]93.53| 90.12 [62.74]68.36| 65.05 |51.67|78.32

R7T WERFELLGIX RIEERZESZ A ERER 2208 (T CNNSpot)
A%
Table 7 Benign accuracy and generalization performance under various

attack sampling ratios (schemes A~E) using CNNSpot  unit:%

Rt APGD-
DLR
77.61
68.34
31.72
85.61

88.93

Clean| PGD |APGD C&W | FAB |Square| AA |AVG

88.21(83.47| 78.92
83.12|72.47|70.89
77.68|35.51|32.29
92.78(90.33 | 89.45
96.42195.87| 90.17

T AVCRFTIE,
L Z T, Y50 RAE S R B 0 25 1 & iz AL it
B, REAE A AT R M AR AR 1 43 JOKE B 5 45 X Bt i
i NIRRT
4.7 HELEIE

T HEAT A BT R AT AR ST AR =AN D5 T
X AR Y BEAT B A 43 A

(D) BRZEER T, TERFFHARE A
BT RGO T AR A (W1 K=2,4,6,8) X R

71.88(76.94| 74.02 |60.89|76.49
83.22|88.56| 86.41 |52.97|75.75
87.89|89.11| 86.54 |21.83(57.82
66.29(70.12| 69.74 |56.58|77.61
58.71|64.38| 61.20 |53.99|76.21

B S|O|®m| >

T AVGIRF T,

PEMERR RS PG R 2, ROKRYFE LXK

B A BG 0, AR R S 2 B T, B S B ks T

AL, U WA B 38 0 & R B T 4 AR A6 AN [R] X6

BURHIE B B RE T (H 3 2% 5 R i 45 A FR o
R ERYSBKTEBPHITREHFMEAVC) M 0%

Table 9 Average adversarial robustness (AVG ) versus the number of ex-

perts (K) unit:%
K CNNSpot | GramNet NPR | UnivFD | RINE | Effort
K=2 52.37 48.62 55.43 65.19 60.28 | 58.72
K=4 68.14 65.47 70.82 76.53 71.39 | 69.46
K=6 74.93 72.81 75.36 80.24 75.62 | 73.50
K=8 76.49 74.16 76.15 81.31 76.15 | 74.82

(2) LR TTIR A o S B E I 5 L K 5
PRAE T, SO0 e T 58 BRI 55 8% B 4k 2 58 AR
B 57 L RN AR ATE I 2k g (8 B0 et L R I gk
AR Bty B X e . £ 10 BRI
K AENS A RS By 5 85 A R A R SRR 7
3 T A P 1 [ P A 38 S R ) AR 1, S
T B B

F10 HELRERITEN LM HMIEER %

Table 10 Impact of the shared expert module on robustness unit:%
Variant PGD APGD C&W JSMA BIM Square UA Pixle AVG
w/o Shared 70.57 64.12 68.28 63.74 68.13 72.35 57.81 67.92 66.62
w/ Shared 76.04 66.87 71.71 65.32 74.89 79.73 64.02 75.56 74.82

T AVCRETFHE.

(3) Logit — ¥ 1E W Ak B9 FE HT o A St — 284y
Br 151 A Logit — S0P iE WAL TS B9 & Bz AL BETT .
R GR R % 0E W I RE 8 A7 3 L A [R] L K
IR —Eer: , 98 o 100 E A Bl B R BLG, I
T T X G5 I oA WL 3ot ) B et 5 32 1 RE A8 A Ak 4 T 4
PR

R Logit—HMENML (LCR) IHERI S Z L ERE
Table 11

IR A%
Robust generalization performance with and without Logit

Consistency Regularization (LCR) unit:%

Variant | PGD |[APGD |C&W |JSMA | BIM |Square| UA | Pixle | AVG
w/o LCR |74.12| 63.58 |68.94|62.17|71.45| 76.82 |61.34|72.48|68.86

w/ LCR |76.04| 66.87 |71.71]65.32|74.89| 79.73 |64.02|75.56|74.82
AV AR
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